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Abstract

This talk is about trusted computing, the next generation of trusted platform modules (TPM2.0) and
the cryptographic algorithms that are supported by them. After briefly describing the background of
trusted computing and trusted platforms, we will discuss TPM2.0 and the cryptographic algorithms
that it supports. The design target for TPM2.0 was high performance in hardware and we illustrate
the design process used to achieve this by considering the development of the TPM2.0 digital
signature primitive. This is a simple elliptic curve signature scheme and can be used to generate
different types of signatures. Two known applications of this primitive are direct anonymous
attestation (DAA) and U-Prove.
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